
INFORMATION
SECURITY

TRUSTED SOLUTIONS

concerns hackers
attackers
disgruntled employees
auditors
denial of service
vulnerabilities
business risks...

cuprotect™

managed and professional security services

vulnerability assessment • penetration testing • intrusion detection • incident response

http://www.cuprotect.com



CUProtect™ services are utilized by most of the larger corporate credit unions, as well as natural person

credit unions of all sizes.  Our security team will work to create a comprehensive solution that focuses on

strengthening your security posture, transferring knowledge to your staff, and meeting your budget needs.

cuprotect
the most trusted name in credit union security

FOR MORE INFORMATION, PLEASE CONTACT

27 East Home Street, P.O. Box  608
Westerville, OH 43086

800-226-9701

info@conditcpa.com

Vulnerability Assessments
A Vulnerability Assessment is a testing
service that is designed to find security
weaknesses in an organizations
network.

CUProtect™ Vulnerability
Assessments feature our superior
service methodology (developed by
MicroSolved, Inc. for use in top-secret
government networks), and our unique
Distributed Assessment Platform
(DAP).  MSI’s DAP technology finds
more vulnerabilities than any similar
service, and removes many “false
positives” that can lead to confusion.

CUProtect™ security experts are more
manually involved in your assessment
service than any other service
available.  From results verification to
reporting, our experts provide you with
a superior level of service.

Your Vulnerability Assessment includes
delivery of a comprehensive report at
service conclusion.  This report is
broken into 2 parts, an executive
summary, and a technical details
report.  The executive summary
quantifies risks in a visual manner that
is easy for a non-technical reader to
understand.  The technical details
report explains the vulnerability, and
includes the necessary mitigation
strategy to eliminate the security risk.

Vulnerability Assessment Options

Include:

> External Vulnerability Assessments

> Internal Vulnerability Assessments

> Managed Vulnerability Assessments

Penetration Testing
CUProtect™ Penetration Testing
service is designed to help you
understand the real business impact
of your information security posture
and practices.

During a CUProtect™ Penetration Test,
our information security experts "attack"
your network in the same manner a
"hacker" or someone with malicious
intent would.

If access to systems is obtained, the
CUProtect™ team will continue to
leverage that access to delve deeper
and deeper into the infrastructure of
the site. The team will map, document,
and exploit resources exposed to them
as they focus on the very core of the
organization.

Each step of the penetration testing
process is handled with the utmost
care for the client’s systems and their
data. CUProtect™ offers very granular
service options, allowing you to define
attack strength and out-of-bounds
areas as you see fit.  The CUProtect™
team keeps you continually advised
as to the status of the exercise and
you are free to stop the exercise at any
point.

At the conclusion of your CUProtect™
Penetration Test, you will receive a
detailed report with three parts:  an
executive summary that quantifies
business risk for non-technical readers
(suitable for use as a board report), a
technical manager's report that
discusses the technical cause of the
risk, and a technical details report that
suggests mitigation strategies right
down to the “point here and click there”
level of detail.  Furthermore, reporting
can include a "Gap Analysis" section
that discuss how your network needs
to address the standards or regulatory
issues particular to your organization
(i.e. GLBA, ISO 17799, NCUA 748,
etc...).

Incident Response Services
CUProtect™ features fast, effective
response to information security
incidents. We can provide expert
diagnosis, technical assistance, and
other services to assist you in your
time of need.  CUProtect™ team
members are able to operate as your
full Incident Response Team (IRT) or
provide IRT staff augmentation.

Monitoring Services
CUProtect™ Monitoring services help
your organization detect and quickly
respond to network attacks.
CUProtect™ security experts monitor
your network devices and traffic,
alerting you when our experts
recognize a possible attack and
assisting you in defending the attack
and maintaining business continuity.
CUProtect™ monitoring is as
comprehensive or selective as you
wish, allowing us to monitor the network
as a whole or to accept the
responsibility for key network devices.

CUProtect™ Monitoring can include:

> Network Intrusion Detection Systems
> Host Intrusion Detection Systems
> Firewalls
> VPN connections

Policy Services
 One of the foundations of
organizational security is a strong
information security policy.
CUProtect™ security experts have
authored numerous security policies
for various organizations with diverse
business risks. CUProtect™ services
also include policy review services that
examine your current policies with
consideration to legislative or standards
pressures your IT infrastructure may
face – pressures like NCUA Section
748 Guidelines , Graham-Leach-Bliley
Act (GLBA), or ISO 17799.
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